~WEEKLY SLDCADA TIP~
This week’s tip is about logins and passwords
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Have you had your tip today?

Each user of SLDCADA will be assigned a User ID (login) and an initial password for the application. The User ID will remain the same for all future logins to the application. The initial password is only used the first time you log in. On the first login, you will be required to change your password. The new password that you set will be the one you use for all future logins, until you need to change the password again.

Restrictions on Creating Passwords

There are several password restrictions in place in SLDCADA. These restrictions are required by DISA and SLDCADA must adhere to these restrictions since our database servers reside at DISA processing centers.

The Password:

1. Must contain at least 6 characters.

2. Must contain at least one numeric AND one special character.

3. Cannot contain a double quote, open/close brace. I.E., Cannot contain “ { or }

4. Cannot contain repeating or consecutive characters. I.E., betty_1 and trip33_x are invalid.

5. Cannot be the same as the User  ID. I.E., User ID of janet_1 cannot have password of janet_1

6. Cannot be the same as the default password. (The initial password you are given for the first login.)

7. Cannot be the same as any of the ten most recently used passwords.

NOTE 1: Passwords are NOT case sensitive. I.E., andrew_1 = Andrew_1 = AnDrEw_1

NOTE 2: There are no restrictions on how often a password may be changed.


Password Expiration

Passwords on SLDCADA will expire every 90 calendar days. You will start getting password expiration warnings within 20 days of the actual password expiration date. These messages will read ‘Password is scheduled to expires in X days. Do you want to change password now?’ If you fail to change your password prior to reaching 0 days until expiration, you must contact your local SLDCADA Application Administrator to reset your password. At this point, your password has expired and you will not be allowed to access the application.

Invalid Login Attempts/Locked Accounts

The SLDCADA application allows a user 3 consecutive tries to input a valid “User ID” and “Password”. Every time your User ID or password fails to validate, you will be given the following message: ‘Invalid User ID/Password detected. Please try again or contact your SLDCADA Administrator for a user account.’ If you fail to enter a valid password within three consecutive tries, you will be given the following message and your account will be locked. ‘You have reached the maximum number of attempts to logon to SLDCADA. Please contact your SLDCADA Administrator for assistance.’ At this point, you are locked out of your account and will need to have the local SLDCADA Application Administrator unlock your account to regain access. Any future attempts to login will receive the following message whether the password is correct or not. ‘User ID has been locked. Please contact your SLDCADA administrator.’

SLDCADA Application Administrators

Locked accounts and access issues need to be handled at the local level. The Customer Service Center cannot reset passwords or create user logins on a database. They do not know the users and cannot be responsible for granting access to your data. If the local SLDCADA Application Administrator is locked out of the system, another administrator can reset the account. If this is not possible, a call to the Customer Service Center is necessary to put you in touch with your deployment team to have this reset.
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